BillboardMe Security Overview
-------------------------

Server Access

The site will be hosted on our server at Net24. Their physical security is as follows:

· Only authorised Net24 engineering personnel and management have physical access to the data centre. If contractors are required to carry out work, Net24 will ensure these contractors are escorted at all times, either by an authorised Net24 employee or an Armourguard security guard.
· Private Data Centre - invited, escorted access only. 

· No signage, nondescript building. 

· Single entry and exit point, using biometric devices and man-trap access. 

· Network cameras monitoring and recording all movement - no blind spots. 

· Perimeter fencing encompasses the data centre with CCV (closed circuit video) surveillance cameras recording all entry/exit points and open areas. 

· First Security patrols nightly at random times to ensure the location remains secure. After hours access to the location is via keypad entry only.
Obviously our staff have access to the server as well.
Backups
· Backups of the database are taken daily. 
· Backups are stored both at Net24 and on tapes which Net24 stores securely offsite.
HTTPS Security

· The customer database will only be accessed from the database through https.
· 128 bit encryption, industry standard SSL.
Passwords
· BillboardMe customers can change their own passwords as much as they like. The admin password for our dedicated server is changed if there is a change of staff.
-------------------------

We also provide the option of specifying a CSV file at the time of email send should you not wish to store your list on our server.
During the Christchurch Earthquakes our system remained online, with no down time, proving the systems in place are robust.
